Current automotive systems contain security solutions provided as singular solutions. Security mechanisms are implemented for each automotive function individually. This individual security design leads to several problems: combining several functions that are for its own secure may not result in a secure system. Furthermore, the combination of functions might also lead to situations, where mechanisms erroneously detect a security threat. This paper argues that new features, such as Car-2-Car communication or autonomous driving, will result in new information and communication technology (ICT) architectures of cars. The paper will outline basic properties of this architecture and summarize resulting security threads. We will argue that security needs to be treated in a holistic way and that the design must be suitable for adaptive, multiple independent levels of security (MILS) architecture.
INTRODUCTION
Over the past 30 years, information and communication technology (ICT) has made significant innovations in automotive construction possible: from the anti-lock braking system in 1978 to electronic stability control in 1995 and Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. HiCoNS '13, April 9-11, 2013 emergency brake assist in 2010. Accordingly, ICT, and especially its software, has expanded significantly, from about 100 lines of code (LOC) in the 1970s to as much as ten million LOC.
This massive usage of software has however also downsides. Different research groups have reported security vulnerabilities of cars. A major reason is that security is not treated as a first-class design issue across the whole ICT architecture. In contrast, the decision if and which security functions are applied is made for each automotive function individually. This individual security design leads to several problems: combining several functions that are for its own secure may not result in a secure system. Furthermore, the combination of functions might also lead to situations, where mechanisms erroneously detect a security threat.
For a recent study [5] , we interviewed 240 experts world wide, how the automotive ICT architecture will evolve in the next 20 years. The study was focused on electric cars, but its results can be mapped to cars with internal combustion engines. The study identified several architectural changes. Additionally, it identified functions of future cars that will increase the vulnerability of cars if no adequate measures are applied. All these lead to more severe consequences of successful attacks. This paper will analyze these changes and motivate the necessity of an adaptive, multiple independent layers of security (MILS) architecture.
The paper starts with an overview on the security architecture in today's cars in section 2. Section 3 will then summarize the societal and technological drivers for the upcoming change of the ICT architecture, as identified in the study. The cornerstones of the resulting architecture will be explained in section 4. The main contribution is the analysis described in section 5, which security threats will be the result of this architectural change and the motivation of requirements on the security architecture in section 6. The paper is summarized in section 7.
CURRENT AUTOMOTIVE SECURITY SYSTEMS
Currently produced cars contain a lot of electronic control units (ECU). For each functionality, from electronic stability control to high end driver assistance systems, suppliers provide an own ECU. These ECUs are targets to influence the system, to access the whole car, or to conduct a financial damage of the car owner. To avoid such attacks ECU suppliers stock their products with embedded suitable security mechanisms. For example, the immobilizer is such a mecha-nism, which is directly integrated in the motor control unit and hinders a non-authorized person to start the engine.
As a first version, the security mechanisms were coded directly in the control software of a given ECU. After attacks, these mechanisms were improved and moved to specific hardware components [20] , which can be added to standard automotive microcontroller. One of the solutions is the secure hardware extension (SHE). It was developed to provide protection of cryptographic keys and secure boot, among others. In the motor control unit SHE is implemented to secure the immobilizer. Hardening ECUs at the hardware level was one step. Next, ECUs were hardened at the software level by secure programming. Therefore, three major topics have been identified. At first, ECUs must be programmed only by authorized subjects, e.g., certified ECU manufacturers. This is mostly solved by setting up processes, which guarantees the compliance of regulations. Besides that, the ECUs must be loaded with authorized objects. Here, a lot of effort, standards in specific groups, and research [11] was done. And as third, standard cryptographic algorithms were defined, which shall be used by ECU manufacturers.
But, in modern cars ECUs cannot provide their functionality without data exchange. For example, the immobilizer needs a command, which authorize the ignition of the engine. This command is a combination of unlocking the door and pushing the ignition button or turning a key. It will be sent to the immobilizer through an in-vehicle communication network, such as LIN, CAN, FLEXRAY, or MOST, for data exchange.
These networks become more and more a target for attackers [9] . In the past, it was simple to wiretap and to manipulate the exchanged data, because the communication was not secured at all, as shown in [12] . Later, the communication for specific applications, such as the immobilizer or diagnostics, and their data exchange became encrypted. For example EVITA HSM 1 is a solution, which is used only for vehicle communication. Furthermore, in-vehicle communication systems are topics of ongoing researches, e.g., OVERSEE 2 . Diagnosis is another application, which uses the network to collect information from log files. To get access, an OnBoard Diagnostics (OBD) port exists. But, this port is not only used to read reports. It can also be used to update the firmware of an ECU. This capability was a target of attacks [7] , which tried to manipulate the messages and install manipulated firmware. After these attacks were published, new standards were introduced to drive secure diagnosis with access control.
All these security mechanisms are single solutions and independent from each other. This can also be seen by analyzing the AUTOSAR standard [1] . Here, the standard only specifies the Crypto Service Manager, a component that offers generic access to standardized cryptographic routines. Higher-level services are not part of the standard and the whole security management has to be implemented application level. As a results, the mechanisms are implemented for each automotive function individually. This individual security design leads to several problems as can be seen from reported attacks: combining several functions that are for its own secure may not result in a secure system. Furthermore, the combination of functions might also lead to situations, where mechanisms erroneously detect a security threat.
TRENDS IN AUTOMOTIVE DOMAIN
This section summarizes the trends identified in the beforementioned study [5] . Customers will ask essentially for three capabilities: zero accidents, Plug&Play and always-on.
To decrease the number of car accidents and simultaneously enable mobility for the growing number of elderly people, cars will be equipped with more intelligent advances driver assistance systems and even be capable for autonomous driving [19] . These functions impose a twofold challenge to the ICT architecture: first of all they are absolutely safetycritical. A failure of these functions might lead to car damage and even threaten live of the passengers. The second challenge is about the close interconnection of these functions with already existing functions and sensors. Today, the functions can mainly be implemented and integrated into the car in isolated fashion and via additional electronic control units (ECU). For the new interconnected functions, this approach will not be feasible. Therefore, new functions will be rather integrated on a central platform computer.
The second capability of future cars is Plug&Play. In today's cars it is nearly impossible to add new functions after production of the car, except from the infotainment domain. Due to the fast technological progress and the long life cycle of a car, this fact will be no longer tenable. Customers will for example require an update of their five year's old car to the latest ADAS technology.
The third trend is interconnectivity of the car leading to an always-on car. The passengers of the car will require access to their data and to the Internet similar to the smart phone domain. Furthermore the ADAS functions of the car will more and more rely on data from outside the car leading to car-to-car and car-to-infrastructure communication.
Car manufacturers have already picked up these trends and started technological changes to the ICT architecture. The most important trend is to introduce a standardized run-time system called AUTOSAR [1] , that enables the integration of new functions at the software component level rather than at the hardware or ECU level. The main goal is to allow several functions to execute on one computer with the final vision of a central platform computer. The required computational power of such computers is anticipated by introducing multi-core technologies.
The challenge derived from increasing connectivity demands is met by introducing high-bandwidth communication technologies such as Ethernet. Using Ethernet as communication backbone has also the advantage of easier integration with the Internet and car-to-X functionality.
CORNERSTONES OF FUTURE
ICT ARCHITECTURES Figure 1 depicts a future scenario for future ICT architectures in cars. Advanced functions will be executed on a central platform computer, which may itself consist of several controllers. Smart sensors or actuators will on the other hand read sensor values, preprocess the data and execute local control functions. The preprocessing step will allow a reduction of the required bandwidth. The local control functions will implement control loops with real-time requirements that cannot be achieved in distributed fashion. A communication backbone, most probably a real-time Ethernet variant, will connect the smart sensors and actuators. For safety reasons, the communication backbone will be based on physical redundancy. Sensors and actuators that are required for functions with fail-operational execution semantics will be connected to both channels.
All controllers will execute a standardized run-time system. This run-time system will enable the execution of functions with different levels of criticality on one computer. The run-time system will offer services for fault-tolerant execution and other extra-functional requirements including security.
Furthermore, it will provide functionality for Plug&Play. On the one hand, this includes the support to add software functions to the system. On the other hand, it must be possible to detect and integrate new hardware components, such as additional sensors, actuators, or computational units for the central control computer.
SECURITY THREATS FOR NEW ARCHITECTURE
Let our new architecture, given in Section 4, serve as a basis for a security analysis.
Attacker Model
Before we take a closer look of potential security holes, we will setup an attacker model at the beginning. The attackers are inspired by briefly described attacks in Section 2. Therefore, we classify possible attackers into different categories. Such categorizations have been studied in related work.
Howard and Longstaff [10] provide a common model to describe computer security incidents. Here, an incident is a relation of an attacker to an objective. Their seven attacker categories are primarily defined from the perspective of computer and network security. In contrast to our categorization attackers are not divided into internal and external physical access to the system.
In [4] attackers are categorized according to their physical access to the target and their skills. There, the attackers are not specific for automotive systems, and therefore they do not match for us. Bless et al. [6] classified their attackers based on several motivations. But, they do not classify their attackers according to their objectives and their access to the system.
Given that, the available attacker classifications do inadequately suit our kind of architecture. Thus, we propose a suitable attacker classification for automotive systems, which is a combination of the above with additional objectives. We classify our attackers into four skill classes, as given in Table 1: • Class A includes technically unskilled persons searching for a low-risk opportunity to steal and sell some devices, or to attack and change systems. This attacker possesses low technical equipment and uses by experts pre-crafted tools. The members of this category have only minor financial resources. The car owner is part of that category. They want to improve the car's performance without extra payment for the additional functionality or install additional components. We also add the petty criminal to this category. He normally steals devices and wants to sell these. Script kiddies [14] who attack systems only for fun without special knowledge fit in this category. They want only to improve their reputation, but their attacks will harm the system and after those attacks the system is left in an unusable mess.
• Class B contains technically low skilled persons who have already attacked systems with weak security, and may have been caught for one of their attacks. This We also add motorcar mechanics to this category, because they know about the system and possess the needed special tools. In this category we also put tuners who improve the performance or appearance of a car.
• Class C covers technically high skilled persons who are specialized in attacking systems. Sometimes they use members of our other classes as a help. We put normal developers of components in this category. Sometimes these people want to increase their reputation or learn something new, known as hackers. But mostly these people attack for money or harming the company. Additionally, motorcar mechanics who are paid by car owners to tune or tweak the system are also part of this category. They know the system and can use insider knowledge. They have the tools and special equipment to perform the attack. The goal of this attacker class is to use their knowledge to improve their personal benefit.
• Class D includes technically high skilled or trained persons who have substantial resources. Additionally, the attacker uses members of our other classes as help. One can interpret this category as terrorists or mafia members. We define this category for criminal organizations. The goal of this attacker class is to maximize the impact by harming passengers, and getting the highest possible outcome, such as money or terror.
Furthermore, we distinguish between restricted and unrestricted physical access of the attacker (Table 2 ). An attacker with unrestricted access to a car can manipulate, replace, or remove components directly. Attackers with restricted access can manipulate the system only through the ICT infrastructure. The main paradigm of security is based on the the protection of most valuable assets from the most capable attackers by a single component under the most difficult circumstances. This paradigm matches our Class D attacker. But, defending a system against a Class D attacker is costly and consumes high efforts of mechanisms. Therefore, in the upcoming analysis we will mainly focus on attackers of Class A-C. 
Analysis of Classical Architectures
As shown in Section 2, a lot of attacks have been assaulted against classical architectures. These attacks were done against single functions or network components, especially at the infotainment domain. This section summaries already known threats that must be also considered in the new architecture. Here, attackers are Class B and Class C ones, who can access the system restricted and unrestricted.
Bypassing of security mechanism is a fundamental problem. For example, this allows tampering of memory content or changes in an execution path.
In [17] communication networks of embedded systems are described to support only rudimentary capabilities or are isolated. To get the best out of these limitations, most data is broadcast as plain text. Such an information leakage allows an attacker to read and manipulate messages.
Covert channels [13] are another problem in embedded systems. Here, information is transferred between two components, which is normally prohibited by the security policy.
For a better administration embedded systems getting more connected to the Internet and isolation is broken up. Thus, they are faced with threats known from IT systems. Malwares, like Stuxnet, can subvert or compromise the system.
With the change from the internal combustion engine to the electric motor new components were added to the old architecture. Thus, attacks against the new components are done with techniques [16] , which work mostly in the old architectures.
Other requirements given by attacks based on social engineering and physical access, such as unauthorized changes, malicious use, or insider threats, are out of scope here.
Analysis of New Architecture
The upcoming changes increase the attractiveness and potential of new attacks for several reasons. Attractiveness is increased due to the fact that more safety-critical functions are introduced to the car and that access to data due to the centralized architecture becomes easier. The potential of new attacks increases as Plug&Play capability and the use of standardized networks offer a basis for new attacks.
We therefore analyzed the potential attacks and grouped them into categories with respect to attacks against the central computer, the smart sensors and actuators, the network, the data handling and the Plug&Play mechanism. In the following, we summarize the results.
Our architecture of a centralized system executes all important functions and applications. Thus, the centralized system will be the main target for an attacker to get access to a specific function. It is also possible to stall an execution or an execution order to get rid of a specific function. At a worst case, an attacker can shut down the entire system by exploiting a flaw. Additionally, functionality can be activated without extra payment by circumvent security mechanism of the centralized system. Smart sensors and actuators are the smallest components of the new architecture. They are responsible to collect data and execute commands. Therefore, attackers will try to influence them by analyzing, tampering, and circumventing their software. This can be done whether in changing the firmware or providing special crafted data, former recorded data, or malformed data. For example, tuners fake sensor information of an oxygen sensor to manually override the air and fuel settings for an internal combustion engine 3 . Additionally, a sensor could be blinded by sending a jam signal [21] . Malformed data can lead to a denial of service (DoS), when the component is busy with checking the data and cannot execute other functions.
Components are interconnected by a communication network, above described attacks can be also done remote. Additional attacks are removing a component from the system, shutting down components, or collecting information about the system, such as topology or component interconnection. Besides that, an attacker can block a component by a denial of service (DoS) or can influence the temporal behavior by shifting the time basis. These attacks can base upon security holes of communication protocols or connection components, such as switches.
A new feature of our architecture provides the possibility to integrate components by Plug&Play. This adds a potential to attack the system. Software and hardware Plug&Play allows to integrate a component, which is owned by an attacker. Thus, a component can masquerade as another component, emulate to provide better services (aka Sybil attack [8] ), denial of sleep of another component, or block another component (DoS). Plug&Play allows also an attacker to collect informations or listen to data exchange, known as man-in-the-middle attack. Additionally, removing a component can tricker a reconfiguration combined with a recalculation of resources, which may block the whole system, known as Chaos attack. It is also possible to integrate software or malware, which allows an attacker to open backdoors for further attacks [15] .
To support Plug&Play we need a standardized interface, which are common to developers. These interfaces are a possible target for a first attack. Therefore, an attacker could use weaknesses of the interfaces [3] to get access to the system. This access enables an attacker to start a selective attack against system internals. Otherwise, interfaces are a problem of information leakage. Most interfaces provide more knowledge of itself or the underlying system as needed. By a simple interface probing an attacker could gather information and feed the interface with every possible alternative to analyze the reaction. Then the attacker will use the gathered information to get access to the system.
REQUIREMENTS OF FUTURE SECURITY ARCHITECTURE
Security is a system property. Current security in vehicle systems is designed to protect either a function or a communication channel. As shown in Section 2 and 5, a lot of attacks exists. Hence, today's attacks and our centralized platform computer motivate holistic security architecture. This implies that a system must be designed with security in mind from the beginning. A decomposition of system functions is needed to generate successively simpler modules. This allows to support the paradigm, simpler is securer. There, it is possible to trust these simple modules to work under all conditions.
One cornerstone of our architecture is the central computer and its interconnection with smart sensors and actuators. These components must be secured by a holistic approach to support the execution of applications with different levels of security. Therefore, high-assurance security architecture is need.
Avionics, robotics, aeronautics, and military domains have already faced similar problems, and as a consequence have abandoned classical architecture approaches. The result was a new paradigm, which is known as multiple independent levels of security (MILS). Here, the concept is based on separation and information control flow. MILS uses three different levels, a separation kernel, middleware, and applications [18] . The security must ensure to be non-bypassable, evaluable, always invoked, and tamperproof. Based on the previous analysis, we believe that future cars must be based on a MILS architecture.
The separation kernel provides temporal and spatial partitions to separate parts of the system to avoid interferences. Between partitions the separation kernel establishes a secure transfer of control. Such kernels are very small with 4,000 lines of code. This allows to verify the correctness with mathematical or formal methods.
Upon the separation kernel a variety of middleware can reside in different partitions. These levels are responsible for creating application components. They run in user or non-privileged mode. This avoids to harm the whole system when a problem occurs, and will only affect their own partition. Additionally, it provides a secure end-to-end interobject message flow.
The application level implements specific security functionality, such as firewalls or cryptographic modules. These components and non-security ones are mostly developed by other vendors. Consequently, MILS architectures are based on composition.
To ensure tamperproofness MILS runs self-tests during initialization. This shall ensure that the integrity of the platform is valid. When the tests fail a recovery mechanism must be provided. Additionally, the systems must isolate faults and must avoid a cascade of faults. Therefore, only the important part of the system, e.g., the separation ker-nel, must run in privileged mode. All other functionality, such as partitioning communication system (PCS) or the middleware, will only run in user space.
However, implementing just a standard MILS architecture is not enough. As a lot of computational power is required, the central computer will be based on several computers. Therefore, a secure communication between these different computers and also with smart sensors and actuators is required. Hence, future cars will require a distributed MILS architecture. Distributed MILS architectures require that the communication between processors be managed by the MILS system [2] . The way how this can be achieved is the focus of several ongoing research projects, e.g., the projects EURO-MILS 4 and D-MILS 5 funded under the Seventh Framework Program.
But even a distributed MILS architecture will not be enough for future cars. As shown Section 4, Plug&Play is one main feature of future vehicle architecture. In contrast to classical MILS systems Plug&Play capable systems need to be more adaptable during runtime. Hence, the configuration of the system should be modifiable to support additional functionality. This allows also to keep an aging security system up-to-date or to equip a system with future security components. In short, Plug&Play motivates adaptive and distributed MILS.
With a later installation of components new dependencies are inserted. It must be checked whether these new dependencies break some old ones or whether connections are established, which are not allowed by the security policy. Furthermore, also resource constraints must be taken into account. During installation of a new component, the system must check whether enough resources are available for the new and the already installed applications. At run-time, the resource assumptions must be continuously checked to detect and omit violations.
If components of different criticality levels are installed, the system must ensure that the different levels are separated and no security constraints are violated.
Finally, Plug&Play also enables update of security mechanisms itself. Systems are increasingly attacked, exploits are created for profit, and numbers of malwares are rising. But, simultaneously new technologies evolve and countermeasures are developed, which will lead to changes of security mechanisms. This is especially important for automotive systems, which last more than ten years in usage. However, MILS systems see security as part of the design and as a built into the system from the beginning. Thus, there will be no changes of the system's security mechanism during the lifecycle of MILS. Based on the lifecycle of a car and new arising attacks the architecture needs to be upgradeable. This motivates a secure product life cycle (SPLC), where system internals and important components can be patched or updated. This is another important aspect, which needs to be covered by an adaptive and distributes MILS architecture.
In summary, at least the following research questions need to be answered for a secure automotive future:
• Security Architecture: which mechanism can be implemented at which security layer and what are the appropriate interfaces? It must be clarified at which 4 http://www.euromils.eu/ 5 http://www.fortiss.org/en/research/projects/distributed mils/ level (application, node, system) security mechanisms are implemented.
• Security Goals: which guarantees regarding security can be offered at the level of distributed systems and how can these guarantees be implemented? Furthermore, how can applications state their requirements independent of the concrete implementation? How are these requirements enforced? This includes securing the data flow between the different components according to confidentiality, integrity, and authenticity.
• Automatic Configuration: how can the system derive a valid configuration satisfying the security constraints of the applications? In traditional systems, a system developer takes over the role of the configurator. In the future, the Plug&Play capability including configuration must be offered as a service by the platform.
• Policy Management: how to implement policy management taking into account Plug&Play? In traditional systems, the communicating components are defined at design time. In a Plug&Play-capable system, the communication partners are determined at runtime. Therefore, policies must be formulated in a different fashion. Furthermore, new policies might be introduced and mechanisms must be defined to guarantee their correct and secure behavior within the system.
• Authentication: how to establish a secure communication and interaction in a dynamic distributed system? Mechanisms must be defined to detect and integrate new components. Additionally, hidden malicious components need to be detected and isolated.
• Intrusion Detection: how can the system detect malicious behavior of components and what are appropriate countermeasures? These mechanisms have to be implemented in a way that the platform can still provide a basic set of services to the remaining applications.
• Audit: how to save all data related to security during run-time to enable a retrospective analysis in case of incidents?
• Secure Product Lifecycle: what are the mechanisms to ensure an up-to-date security architecture? New arising attacks and evolving technologies imply the necessity to keep the architecture up-to-date. A concept for upgrading the architecture must be developed.
• Business Models: who is the owner of the data within the car and who is allowed to earn money with the data? In current cars, the access to the data is restricted: the car manufacturer controls access and usage of data ensuring national data privacy laws. In Plug&Play-capable cars, data access rules will be defined most probably by all stakeholders.
CONCLUSION
This paper summarized the results of a study on upcoming changes of the ICT architecture in the automotive area. In particular, we focused on the effects on how security is achieved in cars. Based on the current state of the art to design security mechanisms for each automotive function individually, we discussed the cornerstones of future ICT architectures and analyzed the new security threats of such an architecture. As a result, we argue that future cars will need an adaptive and distributed MILS system. While MILS architectures are already state of the art in several domains such as avionics and distributed MILS is already an identified research topic, the design to support adaptivity will be an interesting research topic for the future.
